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1. Introduction
App Secure is a secure and centralized management tool that allows merchants to create and 
manage user accounts and user permissions for anyone within their organization who has a 
need to access any of Planet Payment’s iPAY Web-based applications.  

Planet Payment will set up one administrator’s account for each merchant. The designated 
administrator can then set up all other users. Every user of a iPAY Web-based application must 
have his or her own account to access the application(s).  

It is strongly recommended that each merchant have two or more users set up as 
administrators in the event that one administrator is not available. 

The structure of App Secure is based on users, groups, and roles. The users are the people 
in your organization who will be using one or more Planet Payment products. Each user belongs 
to a group. Groups are simply a collection of users who have the same administrator. Each 
user also has one or more roles assigned to him/her. The roles are what give the user 
permission to access the different functions of each product. The administrator’s job is to set up 
and maintain user profiles and assign roles to users.  

Users, groups, and roles are all explained in detail in this manual. 

1.1 Log In 

To log into App Secure, go to https://secure.ipay.com/AppSecure 

On the login page, enter your user ID and password. These will have been provided to you 
by Planet Payment. If you do not have this information, please contact Merchant Services at 
1-866-704-4729. 

Figure 1 - App Secure Login Page 
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The Admin Menu page appears 

Figure 2 - Admin Menu Page 

From this page, you can search for users, list all your users, add a user, search user groups, 
view user roles, add a role, or change your password. All functions are discussed in this 
document, starting with adding a new user. 
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2. Manage Users

2.1 Add a User

To add a user, click the Add a User link. The Add User (Step 1) page appears.

Figure 3 - Add User (Step 1) Page

2.1.1 User Attributes 

In the User Attributes section, enter all the information about the user. See the notes 
on page 11 for information about user names and passwords. 

The Group function is used to group users within your organization. A root group for 
your organization will already be created by Planet Payment when your account is set 
up. All users must be assigned to a group. 

If you want to have all your users administered within this one group, then all you have 
to do is select the one group that has been set up for your company. If you want the 
user to belong to a group other than the default, then click the Search link to search 
for a group to put the user in.  

If you want to create subgroups to be administered by other administrators, see the 
section on Add/Manage Groups beginning on page 12 for information on how to add a 
new group. 
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2.1.2 Merchant Attributes 

In the Merchant Attributes section, you need to assign the Merchant Level and 
Company Number for your new user. 

The Merchant Level is the level of the user in the hierarchy. You can only create users 
at or below the level you have been assigned. For example, if you are an administrator 
at the Chain (4) level, you can only create users at the Chain (4) level and the DBA (6) 
level (currently, the iPAY Gateway does not use a Merchant Level 5). See the 
following page for more information about levels. 

After you have selected the Merchant Level, enter your company number and then 
click the View Associated Companies link. All associated company numbers at the 
selected Merchant Level are displayed in a separate window. If the entire list matches 
the company numbers you want this user to be able to access in his or her assigned 
applications, click the Done button and that level of access will be set.  

If the list includes too many company numbers, select a lower Merchant Level and 
click the View Associated Companies link again to view the list (you cannot select 
individual company numbers from the list in the pop-up window). Always click the 
Done button to set the level for the user.  

The Merchant Value is automatically populated based on your selections of Merchant 
Level and Company number. Once you have completed all the information in the Step 
1 screen, click the Next button.  

The iPAY Gateway Merchant Hierarchy 

Approximately 80% of the iPAY Gateway merchants will be set up at the Chain (4) 
level. Only larger merchants or Agent Banks will be set up at a higher level. In most 
cases, Agent Banks will have their merchants set at the Chain (4) level and they will be 
set at the Agent (2) level.  

Please note that the iPAY Gateway does not currently use Merchant Level 5. This is 
not an option for selection. 

If you have any questions about which level you should select for your users, please 
contact Merchant Services at 1-866-704-4729. 

Figure 4 – iPAY Gateway Merchant Levels 
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2.1.3 Role Assignments 
In this section, you assign roles to the new user. The roles grant access to the various 
iPAY Web-based applications. Individual roles have been created for each privilege, 
but custom roles that “bundle” privileges can be created, which can make it easier to 
administer users. The roles that appear in the Role Assignments section depend on 
the group to which the user belongs.  

Figure 5 - Add User (Step 2) Page 

For a complete description of the roles and how to manage them, see Section 4. For 
details about managing groups, see Section 3. 

Company Number for Terminal Processing 

If this user will be using the Payment Solutions Portal Terminal for processing transactions 
or reporting, enter the company numbers that the user is allowed to access in the 
Company Numbers for Terminal Processing field. Separate multiple company numbers 
with a comma. 
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2.1.4 Confirm Selections 

Once you have completed the information in Step 1 and Step 2, you will be able to 
preview the new user profile before saving it. 

Figure 6 - Confirm New User Profile 

To change your selections in the new user profile before saving it, click the < Back 
button. 

To exit the new user profile without saving it, click the Cancel button. 

To save the new user profile, click the Finish button.  
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2.2 Search for a User 

You can search for a user from the Menu or User List page by clicking the Search Users 
link, or you can follow the menu path Users > Search. The Search Users page appears. 

Figure 7 - Search Users Page 

Select the radio button next to the criteria you would like to use for your search. You can 
search by user name, first name, last name, group name, or company number.  

For the first four choices, you can enter the full name or part of the name. If you want to 
search on a particular company number, you must enter the exact company number for the 
search. 

Enter the criteria in the Search Criteria field and click the Go button. 

Results are displayed in a User List page. You can edit users from the User List page if you 
wish (see following section).  
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2.3 Edit a User 

You can access the user list either by clicking the List All Users link on the Admin Menu 
page or you can follow the menu path Users > User List. 

A list of all the users you can administer is displayed. If the list is too long, you can search 
for a particular user (see previous section).  

Figure 8 - Sample User List 

You can click on the following column headings to have the list sorted by that column: User 
Name, First Name, Last Name, Title, Email Addr, Merch Level: Value, and Group Name. 

New users who have just been created and who have not yet accessed an iPAY application 
will have a User Status of “Password Expired.” After they reset their password with their first 
logon, this status will change to “Active.” 

To modify a user’s account, click the Edit link in the left-most column. The View User page 
is displayed.  

Figure 9 - View User Page 

To edit the user, click the Edit this user link. The Edit User pages are displayed.  
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On the Edit User pages, you can change any setting except for the User Name. These 
pages are nearly identical to the Add User pages (Figure 3, Figure 5, and Figure 6). Below 
are the differences between the Add User and Edit User pages. 

Figure 10 - Edit User Page 

In the User Attributes section, there is a drop-down list for the Status. Accounts can be set 
to “Disabled” for users who will be out of the office for some time but will be returning 
(e.g., they may be on short-term leave or vacation). When the person returns, the account 
can be returned to “Active” status.  

If a user has locked him/herself out through three failed logon attempts, the administrator 
resets the user to “Active” status on this page. The password does not have to be changed 
when the user is unlocked.  

You can move a user to a new or different group by clicking the Search link, which opens 
the group search page shown in Figure 12. Search for the desired group and then click the 
+User link to move your user to that group. Click the [Close] button to move the user.  

NOTE: 

If one administrator has created a user and given that user access to all applications, and 
then that user is being edited by a different administrator who does not have access to all 
applications, the second administrator will only be able to change the user’s access for 
those applications to which the administrator has access. 
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2.4 Move a User to a Different Group 

To move a user to a different group, you must change the group selection in the User Attributes 
section of that user’s profile. Follow the steps from the previous section to locate and edit a user 
profile.  

Figure 11 - Group List in a User's Profile 

The group to which the user belongs appears as the default in the drop-down list in the 
user’s profile. Any other groups shown in the drop-down list are the subgroups associated 
with the parent group. 

If the user is an administrator, then he or she has administrative rights to all users in all 
groups and subgroups shown in the drop-down list. 

To change the level of access an administrator has, you have to move the administrator to 
the correct group or subgroup. In the sample administrative user shown above, he is a 
member of the iPAY Gateway Developers group, which gives him administrative access to 
all members of the iPAY Gateway Developers group and the iPAY Gateway East Coast Dev 
group, which is a subgroup of the iPAY Gateway Developers group.  

If you wanted to restrict the administrator’s access to just the iPAY Gateway East Coast Dev 
group, you would move the administrator to the iPAY Gateway East Coast Dev group. 
Moving the user to this subgroup replaces the access that he previously had with the iPAY 
Gateway Developers group. Remember that a user can only belong to one group.  

If you wanted to increase the administrator’s access, then you would add the user to the 
parent group of iPAY Gateway Developers, which is the iPAY Gateway group. Adding the 
administrative user to this group replaces the access that he had with the iPAY Gateway 
Developers group and gives the administrative user access to all users in the iPAY 
Gateway, iPAY Gateway Developers, and iPAY Gateway East Coast Dev groups.  

Note: An administrator cannot add a user to a group to which the administrator does not 
belong or have administrative rights. In other words, an administrator can grant 
access up to his or her level of access but not beyond. 

If the user is not an administrator of other users, the display shows the group the person 
belongs to and also shows the subgroups, if any, associated with the parent group to which 
the user belongs. However, this does not mean the user is a member of those groups. The 
user is only a member of the group that is displayed as the default or selected group in the 
Group drop-down list. The rest of the groups listed in the drop-down have no relevance to 
regular, non-administrative users.  
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2.5 Delete a User 

To delete a user, you must first find the user either by using the Search function (see 
Section 2.2) or by viewing the entire list of users (click List All Users on the Admin Menu 
page [Figure 2]).  

Once you have located the user, click the Edit link in the left-most column of the user list. 
The View User page appears (Figure 9). Click the Delete this user link. A confirmation pop-
up appears asking you to confirm that you want the user deleted. Click Yes to delete and No 
to cancel the action.  

Once a user is deleted, the user profile cannot be retrieved. 

2.6 User Names and Passwords 

User names must be between 5 and 25 characters in length. The user names are allowed to 
use alphanumeric characters and the period (.), underscore (_), and “at” symbol (@). These 
three are the only special characters allowed. User names are not case sensitive. 

Passwords must be between 8 and 25 characters in length and must contain at least one 
numeric, one upper case, one lower case, and one special character. Special characters are 
the symbols above the number keys on a standard keyboard. Passwords are case-
sensitive and must be changed every 90 days (users will be prompted to change them). 

Users are required to change their password the first time they log on and the first time after 
their password has been reset by an administrator. This ensures that only the user knows 
the password, which protects against fraud. 

Users’ accounts will be locked after three failed attempts to log on, and an administrator will 
have to unlock the account (see page 9). 

User accounts that are inactive for more than 60 days will be marked as expired. The 
administrator can access the account and change the status to active again if needed (or 
delete the user profile). 

2.6.1 Changing Passwords 
Administrators can change users’ passwords by 

 Finding a user in the user list and then editing the users’ settings.

Administrators can change their own passwords by 

 Clicking the Change My Password link on the right-hand side of the Login page.

 Clicking the Change My Password link in the Admin Menu.

 Following the menu path Tools > Change My Password.

Users can change their passwords when they are in any of their permitted 
applications. For example, if a user is in MWEB, he or she can follow the link in MWEB 
to change his/her password. The password is centrally managed for all applications 
and so is changed globally for all permitted applications. 
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3. Manage Groups
Groups are used to administer users, and every user must be assigned a user group. When 
your iPAY Gateway account is created, one user group is created for your company, and that 
user group can be assigned to all your users if you want them to all have the same 
administrator. If you have a large company with many employees or more than one location, 
you might want to group different employees under different administrators. You can do this by 
creating different groups and then assigning users to the groups.  

To add a group or manage the users, click the Search Groups link on the main menu page 
(see Figure 2). 

3.1 Search for a Group 

In the Search/List Groups pop-up window, you can select Search for a group or List all my 
groups. 

Figure 12 - Search/List Groups pop-up window 

If you select List 
all my groups, 
just click the Go 
button. No
additional search 
criteria need to be 
entered. 

If you select 
Search for a 
group, you must 
select a Search 

Type and enter 
additional search 
criteria before 
clicking the Search 
button. 

No matter which search you perform, you can move users or add groups in the screens that 
are returned with your search.  

Search tips: 

If you are searching for a group by user name or group name, you can enter a partial name.  

Remember that the user name is the user’s log in name, which may or may not contain the 
user’s actual first or last name, depending on how you set up your users. For example, John 
Doe might have a user name of johndoe. Searching on a user name returns a listing of all 
groups containing members whose user name matches or partially matches the search 
criteria. 

If you are searching for a particular company number, you must enter a complete company 
number. The company number is the iPAY Gateway -assigned number identifying your 
company in the iPAY Gateway system. Searching on a company number returns a listing of 
all groups containing members whose base company number matches the search criteria. 
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Figure 13 - Sample Group Search Results 

You can view or hide the members of a group by clicking +Members. 

3.2 Add a Group  

To add a new group, click the Show >> Add a New Group at the bottom of the Search 
Results page.  

Figure 14 - Add a New Group 

In the Add a New Group box, type in the name and description of the new group. 

To select the parent group to which the new group will belong, click on a linked Group Name 
in the Search Results page (see Figure 13). The group name appears in the Parent Group 
field. 
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When you have completed your selections, click the Create button. A confirmation message 
appears.  

After you have added a group, you can move users into the group using the functions 
described on the previous pages or through the Edit User Account page (see page 9). 

Companies with a large number of employees or locations can set up any number of 
subgroups. The parent group for each subgroup must be selected carefully as it affects the 
administrator’s access. Please see the explanation on the following page.  

3.3 Group Levels and Administrator Access  

Remember that the purpose of creating groups in App Secure is to organize users under an 
administrator. The administrator’s access to the users is controlled by the group in which the 
administrator is placed. To give an administrator access to more users, move him or her to a 
group that is higher in the hierarchy. To narrow the number of users an administrator can 
edit, move the administrator to a group that is lower in the hierarchy.  

App Secure user groups are for administrative purposes only. They do not affect a user’s 
access to the Payment Solutions Portal Terminal, etc. That access is established by 
selecting a role in the user’s profile (see Section 2.1.3).  

To move a user to a different group, see Section 2.4. 
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The diagram below illustrates the two ways that subgroups can be set up under parent groups and how this affects the administrators’ 
access to users.  

Figure 15 - Parent and Subgroup Models and Administrator Access 

American Bank
PARENT

Pet Megastore
PARENT

Book Merchant
Subgroup 1

Grocery Merchant
Subgroup 1

Office Supplies 
Merchant

Subgroup 1

Accounts 
Receivable
Subgroup 2

Finance
Subgroup 1

E-commerce
Subgroup 2

Inventory
Subgroup 3

Stock
Subgroup 3

 In the model above, any administrator in the parent group can administer all users 
in all groups below him/her.  

Administrators in subgroup 1 can administer all users in Finance, E-commerce, and 
Inventory. However, they cannot administer users in the Parent group. 

Administrators in E-commerce can administer users in E-commerce and Inventory.  

Administrators in Inventory can administer only those users in the Inventory group.  

In this model, any administrator in the parent group can administer all users in 
all groups below him/her.  

Administrators in any subgroup 1 can only administer their own users. For 
example, a Book Merchant administrator can create or change Book Merchant 
users, but he/she cannot see or administer any Grocery Merchant or Office 
Supplies users.  

Any merchant below the parent can create his or her own tier of subgroups.  
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4. Manage Roles
Roles are used to assign permissions to users. A role can include a single privilege or many 
privileges.  

App Secure is set up so that each privilege has its own role. However, you can create new roles 
for different groups of users that include many privileges, which can make it easier to assign 
access to users according to job function. 

To change the privileges for a role or create a new role with different privileges, see Section 4.2. 

4.1 View Roles 

To view all roles, click View Roles on the main menu page. 

Figure 16 -View Roles page 

All roles for the group to which you belong are displayed. If you are in a parent group that 
includes subgroups, all roles for all groups are listed. However, the roles are not displayed in 
a manner that reflects the group hierarchy. To see which group a particular role belongs to, 
you have to click the linked Role Name. 

To view the privileges for a role, click the linked Role Name (see following page). 

To add a role, click the Add Role link and see Section 4.2. 
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Figure 17 - Role Privileges 

If you have permission 
to edit or delete roles, 
this option is shown at 
the top of the view. See 
Sections 4.2.1 and 4.4. 

This role gives users 
permission for the 
various functions of the 
Payment Solutions 
Portal Terminal.  

To change the 
permissions for this 
role, see the edit role 
section.  

To create a new role 
that contains a subset 
of these functions, see 
Section 4.2. 

Users of this role are 
displayed at the bottom 
of the View Role page.  

You can click the linked User Name to view the user’s profile. This view is similar to the one 
shown in Figure 6. If you are an administrator, you have the option to edit the user’s profile 
or delete the user from this role.  

To add or remove a user from a role, see the following page.  
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4.1.1 Add/Remove User to/from a Role 
To add or remove a user from this role, click the Add Users or Remove Users link 
shown in Figure 17 on the previous page. All users in your group are displayed.  

Figure 18 - Add Role Users Page 

To add or remove a user, select the check box next to appropriate User Name. If you 
are adding or removing multiple users from more than one displayed page, the 
selected users are added to the Selected Users section at the top of the page as you 
page through the list of names. Once you have made all your selections, click the Add 
Users or Remove Users button. Click Cancel to exit from the page without adding or 
removing any users.  

You can also add or remove a user to/from a role through the individual user’s profile. 
See Section 2.1.3. 

For some roles, company numbers must be specified for a user in his or her 
permissions. If company numbers are required, you are prompted to enter them when 
you try to add a user to that role.  

Figure 19 - Add Company Number 

Click the linked user name and enter the company numbers in the user’s profile (see 
Section 2.1.3). 
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4.2 Add a Role 
To add a new role, follow the menu path Roles > Add a Role, or select Add a Role from the main 
menu, or go to Roles > View Role and click the Add Role link.  

Enter a name for the new role. 

Enter a description for the new role. 

Select the privileges you want users 
assigned to this role to have. 

If you do not want a user to have permission 
for a particular function, do not select that 
function.  

Note: If a user is assigned to more than 
one role, and he/she is given a 
particular privilege in one role, he or 
she will have that privilege 
regardless of privileges granted or 
not granted in any other roles 
assigned. It is the administrator’s 
responsibility to monitor user 
privileges to ensure that his/her 
users are granted the correct 
access.  

See the following page for complete 
descriptions of the Terminal privileges. 

When you have completed selecting the 
privileges for this role, click the Save button 
to save the new role.  If you do not want to 
save the new role, click the Cancel button. 
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4.2.1 Terminal Privileges 
Descriptions of each terminal privilege shown in the figure on the previous page are 
given below. In the Terminal privileges section, you assign privileges to a user who will 
be processing transactions through the Payment Solutions Portal Terminal. Please see 
the Payment Solutions Portal User Manual for additional information on all these 
functions. The privileges below apply to the Terminal functions only.  

Member Number Lookup (single company) 
The Portal offers a search on Member Number. When this option is selected and the 
user executes a Member Number search, the search is performed only for the 
company number displayed on the Search page. The Member Number Lookup 
function returns the last transaction for that company number with the associated 
Member Number.  

Member Number Lookup (multiple companies) 
When this option is selected and the user executes a Member Number search, the 
search is performed for all company numbers for which the user has been authorized 
to process transactions (see page 7). 

Note: If both Member Number Lookup privileges are selected, the multiple lookup 
overrides the single lookup, and the user can search across all companies 
numbers that he/she has access to. 

 If neither of the Member Number Lookup privileges is selected, the user will not 
have access to the Member Number Lookup function. 

Auto-Popup Receipt 
If this option is selected, the receipt for a successful transaction pops up in a new 
window when the transaction is submitted. If this option is not selected, the user must 
click on the Show Receipt link in the Terminal.  

Ask to VOID a Transaction 
If this option is selected, a pop-up dialog box will appear asking if the user wishes to 
void a transaction when the AVS or CVV response is not an exact match.  

This pop-up window only appears when the following conditions are met: 
 The transaction is a SALE or CAPTURE
 The transaction is otherwise successful (i.e., the only problem is the AVS or CVV

response)
 An AVS check is performed, and the AVS response is not null or is not an exact

match.
 CVV is not a match

Auto-VOID a Transaction 
Selecting this option tells the iPAY Gateway system to automatically void a transaction 
based on the above conditions. 

Note: If both Ask to VOID and Auto-Void privileges are selected, the Auto-Void 
setting overrides the Ask to VOID setting, and all transactions meeting the 
VOID criteria bulleted above are automatically voided and are not submitted 
for processing. 

 If neither of the VOID privileges is selected, no transactions are voided for 
failing AVS or CVV criteria and are submitted for processing. If, upon review of 
the transaction result message onscreen, the user does not wish to proceed 
with the transaction, he/she must search for the transaction and void it 
manually. 
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Ask to Capture a Pre-Auth 
If this option is selected, when a successful authorization transaction is submitted 
through the Payment Solutions Portal Terminal, a pop-up window will appear, asking 
the user if he/she wishes to capture the authorization transaction.  

If this option is not selected, the user has to retrieve the authorization transaction using 
the search feature of the Portal Terminal and then submit the capture transaction.  

CC – Authorization through ACH – Void (Refund) 
These privileges pertain to user permissions for processing CC and ACH transactions 
and are self-explanatory. The administrator can select whether a user is allowed to 
perform different credit card or ACH transactions.  

Each transaction privilege is independent of the others. For example, an administrator 
can elect to give a user permission to perform authorizations, captures, and sales but 
can choose to deny users of that role the ability to perform refunds or voids.  

The privilege “ACH – POP Sale (Swipe) is for merchants and their users who process 
ACH point-of-purchase (POP) transactions, where a check is swiped through a check-
reading device. If this privilege is not assigned, the “Swipe Check” button will not 
appear in the Terminal.  

If the merchant has also signed up for the check image service (an option with POP 
processing), then “ACH Image Capture” is assigned to the merchant to allow the 
capture of images when the check is swiped.  

Customer Insert through Schedule Replace 
These privileges pertain to user permissions for recurring transactions and the 
associated customer, account, and schedule information. Please see the Payment 
Solutions Portal User Manual for complete information about these transactions.  
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4.3 Edit a Role 

Roles can be edited by going to the View Roles page, selecting a role, and then clicking the 
Edit Role link at the top of the page (see Section 4.1 and Figure 17). A page similar to that 
shown in Error! Reference source not found. is displayed. Make your edits and then click 
the Save button. Note that everyone who has been assigned that role will have his/her 
permissions changed as soon as the modifications are saved.  

4.4 Delete a Role 

Roles can be deleted by going to the View Roles page, selecting a role, and then clicking 
the Delete Role link at the top of the page (see Section 4.1 and Figure 17). 

Note: If you do not see this link, it means you do not have permission to perform this 
function. 

A confirmation pop-up message appears, asking if you are sure you want to delete the role. 
If you wish to proceed and delete the role, click the Yes button. If you do not want to delete 
the role, click the No button. 

Note: All users must be removed from a role before it can be deleted. The system does not 
permit deletion of a role that has users attached to it. An error message is displayed 
if you try to delete a role that has users. 
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5. Log Off
To log off the App Secure application, you can simply close your browser, or you can follow the 
menu path Tools > Log Off.  

Figure 20 - Logging Off 

This returns you to the Login page (see Figure 1).  
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